Key Advantages

* Provides comprehensive overview
of vulnerability risk exposure

* Automatic prioritization of
security risks

* Provides objectivity in planning
remediation activities

* No hardware or software to install
or maintain. It's all done online.

* Customizable configurations based
on your daily needs

* Ability to map network perimeter

* Checks for latest web application
and network perimeter
vulnerabilities

* McAfee Technical Assist: unlimited
technical and compliance support
(available 7am-7pm PST)

* All the benefits of McAfee PCI
Certification Service
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McAfee Vulnerability Assessment Saa$

Helping you secure and measure your network perimeter against daily threats

Network perimeter and website breaches are increasing common, leading to
devastating consequences for companies with online operations—Iloss of customer
trust, decreased revenue, downtime, and legal repercussions. In fact, over 70% of
websites are vulnerable to hackers. McAfee Vulnerability Assessment SaaS’ accurate
vulnerability scanning and reporting technology identifies the presence of security
holes, including dangerous web application risks, and then provides the information
you need to prioritize and rapidly address risks across business units and IT groups.

A Smart, and Simple Solution to Network
Perimeter Vulnerabilities

We've integrated complementary security tech-
nologies into a single service that helps protect
your network perimeter, your organization, your
brand, and your customers from hackers. The core
of our service is the same McAfee vulnerability
scanning technology that currently protects more
than 80,000 websites around the world. We
combine it with continuously updated security
data obtained from technology that searches and
identifies sites that are knowingly or unwittingly
enabling cybercrime. This technology browses sites,
downloads files, and tests signup forms to uncover
malicious activity, such as spyware infections,
identity theft scams, and spamming.

Defining Your Security Path

When we find security risks, we won't just

give you a 100-page report. We give you the
information in an understandable, actionable
and prioritized format so you can remediate risks
according to your risk tolerance. You'll be able
to quickly and efficiently delegate tasks across
business units or among IT personnel, including
contractors or consultants. After you remediate
some (or all) of the risks, we'll even tell you
where you stand.

Objectivity through Benchmarking

Transparent objectivity is central to McAfee
Vulnerability Assessment Saa$S offering. As your
network evolves and changes, you will be able

to continually benchmark your real-time network
perimeter security status against recognized third-
party security standards including McAfee SECURE
and PCI. You'll know where you stand every day.

Knowing What to Do Next

On its own or as part of an integrated data security
program, McAfee Vulnerability Assessment Saas
eliminates confusion and questions such as “what
should we do next?” With fewer false positives,
and comprehensive technical support from certified
data security professionals, you'll know exactly
what to address first, and have expert assistance
should you need it.

Saving Time and Money with Saa$

McAfee Vulnerability Assessment Saa$ is com-
pletely web-based (Software-as-a-Service) and
runs entirely from our network. It requires no
installation, no setup, no hardware purchases, no
software development, no security expertise, and
no special training to use. McAfee’s interactive,
highly customizable vulnerability management
portal is accessible through any browser.
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Achieving Compliance and Benefitting From It
McAfee is also certified by the Payment Card
Industry Standards Council as an Approved
Scanning Vendor. If you need to validate
compliance with the PCl standard, McAfee
Vulnerability Assessment Saa$S includes a
simplified, easy-to-use system perfectly suited

to any organization that needs to successfully

and confidently complete the steps necessary for
Merchant Level 2-4 PCl certification.

Daily Testing

Compliance also holds other benefits. If your
website is transactional, you can increase site
conversion by using McAfee Vulnerability
Assessment SaaS and complying with the McAfee
SECURE data security standard to promote your
certified security to customers, suppliers and
consumers through public display of the McAfee
SECURE trustmark. It is just one more benefit of
operating a safer and certified website.
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