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Protect what you value.

McAfee SECURE for Web Sites

Help protect your network perimeter with the most comprehensive managed
scanning service.

Network perimeter and web site breaches are increasingly frequent and can lead to devastating

KEY ADVANTAGES

Daily scans check for latest
web application and network
perimeter vulnerabilities

Ongoing web crawling
searches for adware,
spyware, popups, spam, and
browser exploits

With this online service,
there’s no hardware or
software to deploy, install, or
maintain

Receive unlimited technical
and PCI DSS compliance
support

Enjoy all the benefits of
McAfee PCI Certification
Service

Get McAfee Technical Assist:
unlimited technical and
compliance support when you
need it
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consequences—Ioss of customer trust, decreased revenue, downtime, and legal repercussions.
In fact, 80 percent of web sites are vulnerable to hackers. McAfee SECURE™ for Web Sites
service combines daily network perimeter scanning and ongoing web crawling, so that

you have the latest information on your vulnerability risk profiles, including the presence of
dangerous web application vulnerabilities. It also establishes consumer trust and helps you
become certified to the Payment Card Industry (PCl) Data Security Standard.

The world’s network perimeter security standard

McAfee SECURE helps you prioritize your IT security projects, demonstrate return on
investment (ROI), and prevent data breaches. By giving you continual insight into your network
perimeter’s security status, it helps you protect your network perimeter and web site from
potential vulnerabilities and hacking attempts

Benchmark your real-time security status against McAfee SECURE—a recognized third-party
security standard created by the world’s largest dedicated security company.

A safer online experience for surfers, searchers, and shoppers

McAfee SECURE is an easy-to-use service that helps protect your network perimeter, your
organization, your brand, and your customers from hackers, data breaches, adware and
spyware infections, popups, browser exploits, and phishing attempts. We've combined our
widely used vulnerability scanning technology that currently protects more than 80,000 web
sites with continuous technology that browses sites, downloads files, and tests signup forms
to uncover malicious activity and identify sites that are knowingly or unwittingly enabling
cybercrime.

Easy startup. No hardware or software to install, deploy or maintain

McAfee SECURE for Web Sites is completely web-based. The highly customizable and
interactive vulnerability management portal requires no installation, no setup, no hardware
purchases, no software development, no security expertise, and no special training to use.
We monitor your security profile and vulnerabilities 24/7 to help ensure that your network
perimeter and web sites are protected around the clock.
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Protect your entire infrastructure

e Scan all Internet services, shopping carts, ports, operating systems, servers, key applications,
firewalls, addressable, switches, load balancers and routers for all known vulnerabilities and
social engineering risks such as spyware, spam, viruses and online scams—every single day

Safe and easy-to-use

e |t's remote subscription-based service that requires no additional hardware or software
investment or maintenance

e Vulnerability scanning that is non-invasive

e McAfee SECURE certification reassures your web site visitors that their personal information
will be safe

Vulnerability management portal

e The portal provides a comprehensive and easy-to-use suite of interactive network security
management tools

Track system configuration

o |dentify unauthorized server applications and track system configuration changes

Detailed reporting
e Concise reports provide specific recommendations for remediation
e Reports results of more than 10,000 individual vulnerability tests plus port scans

Continuous 24/7 coverage

e Seamless protection by virtue of continuous comparisons between scans of your most recent
system configuration against new threats.

Always up to date
e Vulnerability data is collected and updated on-the-fly from hundreds of sources worldwide
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