
Data Sheet

With McAfee Integrity Monitoring for Databases, 
organizations gain visibility into important config-
uration parameters for database servers, as well as 
any changes to these settings that could impact data 
security. This helps enterprises obtain the necessary 
information to meet compliance requirements.

McAfee Integrity Monitoring for Databases is the 
easiest, most cost-effective solution to deploy for 
evaluating and monitoring the security of systems 
storing sensitive information. It can be up and 
running quickly, without impacting existing opera-
tions or performance, and offers a simple upgrade 
path to more advanced capabilities as needed.

Enhanced Visibility to Help You Meet 
Compliance Requirements
McAfee Integrity Monitoring for Databases 
delivers a core set of features and functionality 
for testing database configuration, monitoring 
important changes that could affect security, and 
generating reports on these systems to meet audit 
requirements. With McAfee Integrity Monitoring 
for Databases, organizations can:

•	 Gain visibility into the current security state of 
database servers and be notified of all events 
that could introduce new risks

•	 Monitor access to specific sensitive tables, even by 
privileged users, without requiring native audit

•	 Easily generate reports demonstrating proper 
controls over database security

•	 Maintain separation of duties as required by 
many regulations

Checks Configuration and Monitors Changes 
Impacting Security
McAfee Integrity Monitoring for Databases assesses 
the underlying security of your databases and 
generates a trusted audit log for configuration 
changes that could impact security. Detailed records 
track creation of administrative users, changes to 
privileges or permissions, and modifications to any 
audit settings, including exactly who made the 
change, when, and from what system.

Deploy Quickly and Non-Intrusively with 
Minimal Resources
McAfee Integrity Monitoring for Databases can 
be installed and configured in under an hour, 
without any changes to your database systems, 
and immediately begins testing and monitoring 
database servers. It securely records all access to 
selected tables without requiring native audit on 
the database, creating minimal load on the server.

McAfee Integrity Monitoring for 
Databases
Quickly evaluate and monitor the state of database security

Compliance regulations demand that organizations have proper controls over sensitive 
data, including financial information and personally identifiable information (PII) for 
customers. This information is typically stored in relational databases, but complex 
configuration of these systems and difficulty in monitoring privileged access make it 
a challenge to demonstrate consistent protection. McAfee® Integrity Monitoring for 
Databases tests systems for common configuration vulnerabilities, monitors changes 
to these settings, and helps you build a custom security policy to audit access to your 
sensitive data, providing visibility into potentially dangerous configuration changes and 
making it easier demonstrate compliance to auditors.Key Advantages

•	Entry-level solution specifically 
tailored for PCI and SOX compliance

•	Integrated testing and monitoring 
improves visibility into database 
security posture

•	Minimizes risk and liability with real-
time notification of any changes to 
configurations that impact security

•	Saves time and money with fast,  
easy deployment

•	Supports the most widely-deployed 
systems running in the data center or 
in the cloud

•	Integrates with core McAfee products 
such as McAfee ePolicy Orchestrator® 
(McAfee ePO™) software and McAfee 
Vulnerability Manager for Databases
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Flexible Reporting with McAfee ePolicy 
Orchestrator
McAfee Integrity Monitoring for Databases is 
integrated with the McAfee ePO dashboard 
for centralized reporting and summary informa-
tion for up to thousands of databases from a 
common interface.

Next Steps
Get started today by downloading a 30-day 
trial of McAfee Integrity Monitoring for Databases 
at www.mcafee.com/producttrials.

For more information, visit www.mcafee.com/
imfordatabases, or contact your local McAfee 
representative for more information.

About McAfee Risk and Compliance
McAfee risk and compliance products help you 
minimize risk, automate compliance, and optimize 
security. Our solutions diagnose your environment 
for real-time insight into your vulnerabilities and 
policies so that you can protect your most critical 
assets by focusing security investments where they 
matter most. To learn more, visit: www.mcafee.
com/riskandcompliance.


